Comparison between HSRP and VRRP parameters

Parameter

Standards compliance

Destination MAC address of protocol
packets

Destination IP address of protocol
packets

TTL
Encapsulation mode

Default interval
messages

for sending Hello

Association with an interface

Protocol state machine

HSRP VRRP

Cisco proprietary protocol with low Standard protocol with high protocol
protocol compliance compliance

00-00-0c-07-ac-Group_ID 00-00-5e-00-01-VRID

224.0.0.2 224.0.0.18

1 255

Encapsulated in UDP packets, port Encapsulated in IP packets

number 1985

Sending interval: 3s, timeout interval: 9s

Supported

Initial, Learn, Listen, Speak, Standby,

Sending interval: 1s, timeout interval: 3s

Supported

Initialize, Master, Backup

Active

Protocols

Hot Standby Router Protocol (HSRP)

Provides default gateway redundancy using one active
and one standby router; standardized but licensed by
Cisco Systems

Virtual Router Redundancy Protocol (VRRP)
An open-standard alternative to Cisco's HSRP,
providing the same functionality

Gateway Load Balancing Protocol (GLBP)
Supports arbitrary load balancing in addition to
redundancy across gateways; Cisco proprietary

Standard

Load Balancing
IPv6 Support
Transport
Default Priority
Default Hello
Multicast Group

Attributes
HSRP VRRP GLBP
RFC 2281 RFC 3768 Cisco
No No Yes
Yes No Yes
UDP/1985  1IP/112 UDP/3222
100 100 100
3 sec 1 sec 3 sec
224.0.0.2 224.0.0.18 224.0.0.102



HSRP/GLBP Interface States
Speak - Gateway election in progress
Active - Active router/VG
Standby - Backup router/VG

Listen - Not the active router/VG

VRRP Interface States
Master - Acting as the virtual router

Backup - All non-master routers

GLBP Roles

Active Virtual Gateway (AVG)
Answers for the virtual router and assigns
virtual MAC addresses to group members

Active Virtual Forwarder (AVF)
All routers which forward traffic for the group
GLBP Load Balancing

Round-Robin (default)
The AVG answers host ARP requests for the
virtual router with the next router in the cycle

Host-Dependent
Round-robin cycling is used while a consistent
AVF is maintained for each host

Weighted
Determines the proportionate share of hosts
handled by each AVF

Troubleshooting
show standby [brief] show vrrp [brief]
show glbp [brief] show track [brief]

HSRP version 1:-

Maximum number of group supported —256 ( 0 -255 )
Mac used — 0000.0c07.ac00 to 0000.0c07.acff (which can conflict with CGMP
leave processing)
Hello packet multicast address is 224.0.0.2
Default version ( in both catalyst and Nexus switches )
Only Text authentication with cisco password is supported.
Millisecond Timers are not advertised or learned.
The active router will send hello messages with source MAC address of
the HSRP virtual MAC address

HSRP version 2:-

Maximum number of group supported — 4096 ( 0 — 4095).



Mac address used — 0000.0c9f.f000 — 0000.0c9F.FFFF.
Hello packet multicast address 224.0.0.102 which removes the problem with
versionl
Need to enable version 2 explicitly.
Supports MD5 authentication
Millisecond Timers can be advertised or learned.
The active router will send hello messages with source MAC address of
the interface MAC address.



